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Human rights regime in COE member states:

The Convention on Human Rights applies both offline
and online;

States have the obligation to secure to everyone
within their jurisdiction the rights and freedoms
contained in the Convention, both offline and online;

Private actors carrying out a professional activity have
corporate social responsibility to respect human
rights and freedoms, both offline and online.
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Human rights in the online environment:

v Access to the internet = precondition;

v' Private actors = intermediaries:;

v" New opportunities = new challenges.
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INTERNET
USERS

use online services

make online payments /
transactions

look for / share information

perform other daily activities

INTERNET
INTERMEDIARIES

connect users to the internet

enable the processing of
information and data

host and store web-based
services

perform other intermediary
functions




CoE GUIDANCE FOR USERS

GUIDE TO HUMAN RIGHTS
FOR INTERNET USERS

Guide to Human Rights
for Internet Users

CM/Rec(2014)6




Access and non-discrimination

v’ Access to the internet is an important means for you to exercise your
rights and freedoms and to participate in democracy;

v" Your access should be affordable and non-discriminatory.




Access and non-discrimination:
obligations of states /
responsibilities of private actors

v" You should expect public authorities to make reasonable efforts and to
take specific measures to facilitate your access to the internet;

v"In your interactions with public authorities, internet service providers and
providers of online content and services, or with other users or groups of
users, you must not be discriminated.
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= Freedom of expression and information

You have the right to seek, receive and impart
Information and ideas of your choice without
Interference and regardless of frontiers:

v You have the freedom to express yourself online and to access
information and the opinions and expressions of others;

v" Restrictions may apply to expressions which incite discrimination, hatred
or violence;

v" You are free to create, re-use and distribute content;

v You may choose not to disclose your identity online.
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obligations of states /
responsibilities of private actors

v Public authorities have a duty to respect and protect your freedom of
expression and your freedom of information;

v Your Internet service provider and your provider of online content and
services have corporate responsibilities to respect your human rights and
provide mechanisms to respond to your claims.
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You have the right to peacefully assemble and
associate with others using the internet:

v You have the freedom to choose any website, application or other service
in order to form, join, mobilise and participate in social groups and
assemblies;

v" You have the right to protest peacefully online. Legal consequences may
follow if your online protest leads to disruption of services and/or damage
to the property of others;

v You have the freedom to use available online tools to participate in local,
national and global public policy debates, legislative initiatives and public
scrutiny.
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' Assembly, Association and Participation:
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obligations of states /
responsibilities of private actors

v Public authorities have a duty to respect and protect your right to freedom
of assembly and association;

v’ States should develop and implement strategies for e-democracy, e-
participation and e-government using information and communication
technologies (ICTs) in democratic processes and debates, both in
relationships between public authorities and civil society as well as in the
provision of public services.
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Privacy and data protection

You have the right to private and family life on
the Internet which includes the protection of your
personal data and respect for the confidentiality of
your correspondence and communications:

v You should be aware that in using the internet your personal data is regularly
processed;

v" Your personal data should only be processed when laid down by law or when
you have consented to it;

v You must not be subjected to general surveillance or interception measures;

v" Your privacy must also be respected in the workplace.
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Privacy and data protection:
obligations of states /
responsibilities of private actors

v" Public authorities and private companies have an obligation to respect
specific rules and procedures when they process your personal data;

v You can be assisted by data protection authorities, which exist in a vast
majority of European countries, to ensure that data protection laws and
principles are upheld.




COUNCIL (¢ F EUROP

 COUNCILOF EUROPE

CONSEIL DENEURC )I'i v

Education and Literacy

You have the right to education, including access
to knowledge:

v" You should have online access to education and to cultural, scientific,
scholarly and other content in official languages;

v' As part of internet and media literacy you should have access to digital
education and knowledge in order to exercise your rights and freedoms on
the internet.
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Children and Young People

v As a child or young person, you have all the rights and freedoms outlined in
this guide. In particular, because of your age, you are entitled to special
protection and guidance when using the Internet;

v You can expect to receive information in a language appropriate for your
age and training;

v You can expect clear information about online content and behaviour that is
Illegal as well as the possibility to report alleged illegal content.
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Effective Remedies

You have the right to an effective remedy when your
human rights and fundamental freedoms are restricted
or violated:

v"In the determination of your rights and obligations or of any criminal charge
against you with regard to the Internet you have the right to a fair trial
within a reasonable time by an independent and impartial court;

v You have the right to an individual application to the European Court of
Human Rights after exhausting all available domestic remedies.
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Effective Remedies
obligations of states /
responsibilities of private actors

v" Your internet service provider, providers of access to online content and
services, or other company and/or public authority should inform you about
your rights, freedoms and possible remedies and how to obtain them;

v National authorities have an obligation to protect you from criminal activity
or criminal offences committed on or using the internet;

v" Additional information and guidance should be made available from public
authorities, national human rights institutions, data protection authorities,
human rights or digital rights associations or consumer organisations.
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CoE GUIDANCE FOR STATES

» Committee of Ministers Recommendation CM/Rec(2015)6 on
Free, Transboundary Flow of Information on the Internet;

» Committee of Ministers Recommendation CM/Rec(2016)1 on
Protecting and Promoting the Right to Freedom of Expression and
the Right to Private Life with Regard Network Neutrality;

» Committee of Ministers Recommendation CM/Rec(2016)5 on
Internet Freedom;

> other Committee of Ministers recommendations and declarations.
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Obligations of states as interpreted by the ECHR:
* negative obligation to refrain from violating human rights;

e positive obligation to protect human rights and to create an
enabling environment:

v' put in place a sufficiently developed legal framework;
v’ prevent, investigate, punish and redress private actors’ abuse;
v take other appropriate measures.

(see, for instance, Van der Mussele v. Belgium, no. 8919/80, 23 November
1983; Ahmet Yildirim v. Turkey, no. 3111/10, 18 December 2012)
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CoE GUIDANCE FOR STATES
AND INTERNET INTERMEDIARIES

» Committee of Ministers Recommendation CM/Rec(2016)3 on
Human Rights and Business;

» Committee of Ministers Recommendation CM/Rec(2018)2 on the
Roles and Responsibilities of Internet Intermediaries;

> other Committee of Ministers recommendations and declarations.
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Responsibilities of internet intermediaries as interpreted by
the ECHR:

 corporate responsibility to respect human rights;

 duty of care (as persons carrying out a professional activity):

v proceed with a high degree of caution when pursuing their
occupation;

v’ take special care in assessing the risks that such activity entails;
v’ assess possible impact on human rights;
v’ put in place safeguards and effective remedies.

(see, for instance, Delfi AS v. Estonia (GC), no. 64569/09, 16 June 2015; MTE
and Index.hu ZRT v. Hungary, no. 22947/13, 2 February 2016)
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Need for re-establishing human rights-based and rule
of law-based approach

In other words:
* internet must not be a lawless space;

« human right must be equally guaranteed and protected online
and offline;

 obligations / responsibilities of all stakeholders must be clearly
established and strictly observed,;

« safeguards and effective remedies must be in place.
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Thank you!

www.coe.int/freedomofexpression
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